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Abstract— The rapid growth of digital 

technologies has led to an enormous increase in 

the amount of sensitive information shared and 

stored across online platforms. As organizations 

increasingly rely on cloud services, peer-to-peer 

networks, and blockchain-based systems, 

ensuring the privacy and security of user data has 

become a critical concern. Although encryption 

techniques are widely used to safeguard 

information, data stored on external servers 

remains vulnerable to unauthorized access, 

particularly from insider threats. To overcome 

this issue, this study presents a secure data 

protection framework that combines adaptive 

hybrid encryption with intelligent steganography 

to provide multiple layers of security. The 

proposed approach integrates AES and ECC 

algorithms, allowing secure key management 

while preventing any single entity from accessing 

the complete decryption process. In addition, 

encrypted data is embedded within digital images 

using image steganography, making the existence 

of confidential information difficult to detect. 

Image-based techniques are selected because 

they offer an effective balance between security 

and computational efficiency. A hash value is 

generated for every uploaded file to verify data 

integrity, while multi-factor authentication using 

an email-based one-time password strengthens 

user verification. The system also includes 

cybersecurity awareness resources and security 

updates, providing users with a secure, reliable, 

and user-friendly platform for protecting 

confidential digital information. 
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I. INTRODUCTION 

 

The rapid growth of digital communication and 

cloud-based technologies has increased the amount 

of sensitive information shared through online 

platforms. As businesses and individuals rely 

heavily on digital systems, protecting confidential 

data from cyber threats has become a major concern. 

Traditional encryption techniques provide a basic 

level of security, but the increasing sophistication of 

cyberattacks requires stronger and multi-layered 

protection mechanisms. Combining cryptography 

with data hiding techniques has emerged as an 

effective solution for improving confidentiality and 

preventing unauthorized access. Image 

steganography further enhances security by 

concealing encrypted information within digital 

images, making the existence of sensitive data 

difficult to detect. Allwadhi et al. proposed an image 

steganography technique based on LSB and 

Shannon–Fano encoding to improve secure 

communication [1]. Mahmood and Tabassum 

introduced a hybrid cryptographic model for secure 

data protection and efficient key management [2]. 

Madavi and Karthick demonstrated that integrating 

cryptography with steganography significantly 

strengthens cloud data security [7]. 

 

Traditional cryptographic algorithms are widely 

used to protect digital information, but they often 

face challenges related to key management, 

computational overhead, and scalability. Symmetric 

encryption algorithms provide fast data processing, 

while asymmetric algorithms offer secure key 

exchange and authentication. The Advanced 

Encryption Standard (AES) is recognized for its 

speed and reliability in encrypting large volumes of 

data. In contrast, Elliptic Curve Cryptography 

(ECC) provides strong security using smaller key 

sizes, making it suitable for resource-constrained 

devices such as IoT sensors and mobile systems. 

Combining AES and ECC creates a hybrid 

encryption framework that improves both security 

and efficiency. Badhan et al. demonstrated the 

effectiveness of AES in protecting IoT-based smart 

farming data [3]. Their later work highlighted the 

importance of end-to-end encryption for secure 

cloud environments [4]. G et al. integrated ECC with 

LSB steganography to enhance data security while 
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maintaining computational efficiency in IoT 

applications [8]. 

 

Hybrid encryption combines the strengths of 

symmetric and asymmetric cryptographic 

techniques to provide secure and efficient 

communication. In this approach, AES is used to 

encrypt user data quickly, while ECC protects the 

encryption keys through secure key exchange. This 

combination improves confidentiality and reduces 

the risk of unauthorized key access without 

increasing computational complexity. Hybrid 

encryption is particularly suitable for cloud 

computing, mobile applications, and IoT systems 

where both performance and security are essential. 

Sahoo et al. proposed a hybrid encryption algorithm 

that secures sensitive information before hiding it 

using steganography [13]. Hapsari et al. combined 

RSA cryptography with an End of File 

steganography technique to improve data protection 

[12]. Yahia and Abushaala integrated cryptography 

with edge detection and LSB steganography to 

strengthen secure data hiding [6]. 

 

Although encryption protects the content of digital 

information, it does not hide the presence of 

encrypted files from attackers. Steganography 

addresses this limitation by embedding encrypted 

information inside digital images, making 

confidential data difficult to identify. Image-based 

steganography is widely preferred because it offers 

better computational efficiency than audio or video-

based techniques while maintaining high security. 

Integrating encryption with steganography creates 

multiple layers of protection against unauthorized 

access. Kumar et al. combined AES encryption with 

LSB steganography to improve the security of image 

and text data [9]. Krishna et al. presented a secure 

data concealment method using RSA cryptography 

and steganography [5]. Negi and Negi demonstrated 

the effectiveness of combining AES and LSB 

techniques for secure image-based data hiding [15]. 

 

Modern cybersecurity requires a comprehensive 

security framework that protects data 

confidentiality, integrity, and user authentication. In 

addition to encryption and steganography, 

mechanisms such as hash-based integrity 

verification and multi-factor authentication improve 

overall system security by preventing unauthorized 

modifications and access. A unified security 

framework can provide reliable protection while 

maintaining system performance and usability. 

Shidaganti et al. proposed a cloud security 

framework that combines cryptography with image 

steganography to secure stored information [10]. 

Chinnasamy et al. enhanced IoT security by 

integrating elliptic cryptography with advanced 

steganography techniques [11]. Arora et al. 

developed a hybrid image security model using 

steganography and asymmetric cryptography for 

stronger data protection [14]. Motivated by these 

studies, this work proposes a secure framework that 

combines adaptive encryption and intelligent 

steganography to protect confidential digital 

information. 

 

 

II. RELATED WORK 

  

Allwadhi et al., (2023) [1] proposed a hybrid image 

steganography technique that combines the Least 

Significant Bit (LSB) method with Shannon–Fano 

encoding to improve the security of hidden 

information. Their approach first compresses the 

secret message using Shannon–Fano encoding 

before embedding it into a digital image through the 

LSB technique. This combination helps increase the 

amount of data that can be concealed while reducing 

the possibility of detection. The authors evaluated 

the proposed method using image quality metrics 

and demonstrated that the visual quality of the cover 

image remains nearly unchanged after embedding 

the secret data. The study also highlighted that 

combining compression with steganography 

enhances storage efficiency and transmission 

security. Experimental results showed that the 

proposed technique provides reliable data hiding 

with low computational complexity. This work 

demonstrates that integrating encoding techniques 

with image steganography can improve both 

security and embedding efficiency for secure digital 

communication. 

 

Mahmood and Tabassum, (2021) [2] introduced a 

hybrid cryptographic data security system that 

utilizes a Fuzzy Vault key mechanism to strengthen 

data protection. Their research focused on 

improving the confidentiality of sensitive 

information by integrating multiple cryptographic 

methods with secure key management. The 

proposed framework generates protected encryption 

keys that are resistant to unauthorized access while 

maintaining efficient encryption and decryption 

operations. The authors discussed how the hybrid 

approach minimizes the risks associated with key 

exposure and enhances overall system reliability. 

Performance analysis showed that the model 

provides better protection compared to conventional 

single-algorithm encryption techniques. The study 

also emphasized that secure key generation is 

equally important as the encryption process itself. 

The proposed method offers an effective solution for 

protecting confidential information in modern 

communication systems. This research contributes 

to the development of reliable hybrid cryptographic 

frameworks for secure digital data storage and 

transmission. 
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Badhan et al., (2024) [3] presented an AES-based 

cryptographic framework to secure smart farming 

data generated by Internet of Things devices. The 

study addressed the growing need to protect 

agricultural information collected from connected 

sensors and smart monitoring systems. The authors 

implemented the Advanced Encryption Standard to 

ensure that transmitted data remains confidential 

throughout the communication process. Their work 

demonstrated that AES provides fast encryption 

with strong resistance against common security 

attacks while maintaining efficient system 

performance. The proposed framework was 

developed within an agile software development 

environment, enabling flexible implementation and 

continuous improvement. Experimental evaluation 

indicated that the encryption mechanism effectively 

protects farming data without introducing 

significant computational overhead. The authors 

concluded that AES is a practical and reliable 

solution for securing IoT-based agricultural 

applications. Their research highlights the 

importance of adopting lightweight yet robust 

cryptographic techniques for protecting sensitive 

information in smart farming environments. 

 

Kumar et al., (2022) [9] proposed a hybrid security 

model that combines AES cryptography with Least 

Significant Bit steganography to improve the 

protection of image and text data. In the proposed 

approach, sensitive information is first encrypted 

using the AES algorithm before being embedded 

into a digital image through the LSB technique. This 

dual-layer security mechanism ensures that even if 

the hidden data is discovered, it remains protected 

by encryption. The authors evaluated the 

effectiveness of their method using image quality 

measurements and security analysis. Their findings 

showed that the hybrid model preserves the visual 

appearance of the cover image while maintaining 

strong confidentiality of the embedded information. 

The study also demonstrated that the proposed 

approach offers higher security than using 

encryption or steganography individually. This 

research confirms that integrating cryptographic 

algorithms with image-based data hiding techniques 

provides a practical solution for secure digital 

communication. 

 

Shidaganti et al., (2024) [10] developed a secure 

cloud data protection framework by integrating 

cryptographic techniques with image 

steganography. Their research focused on protecting 

confidential information stored in cloud 

environments from unauthorized access and 

potential cyber threats. The proposed system 

encrypts sensitive data before embedding it into 

digital images, creating multiple layers of security 

for cloud storage. The authors emphasized that 

combining encryption with steganography 

significantly improves confidentiality because the 

existence of secret information remains concealed 

from attackers. Performance evaluation 

demonstrated that the framework provides reliable 

data protection while maintaining acceptable 

computational efficiency for cloud applications. The 

study also discussed the advantages of adopting 

layered security mechanisms to strengthen privacy 

in distributed computing environments. The authors 

concluded that integrating cryptography and image 

steganography offers an effective solution for 

enhancing cloud security. Their work provides 

valuable guidance for designing secure and scalable 

cloud-based data protection systems. 

 

 

III. DATASET DETAILS 

 

The dataset used in this project consists of user files 

and text messages that are processed through a 

secure hybrid encryption and steganography 

framework for protecting sensitive digital 

information. Instead of using a publicly available 

dataset, the system works with user-generated data 

such as text documents, PDF files, images, and other 

digital files uploaded through the application. 

During processing, each uploaded file is encrypted 

using a combination of Advanced Encryption 

Standard (AES) and Elliptic Curve Cryptography 

(ECC), ensuring secure data confidentiality and key 

management. The encrypted information can also be 

concealed within digital images using image 

steganography, providing an additional layer of 

protection. Along with the encrypted file, the system 

stores important details including the username, file 

name, upload date, security type, and a unique SHA-

256 hash value for integrity verification. This 

structured dataset enables secure storage, retrieval, 

and verification of confidential information while 

supporting different file types and maintaining high 

levels of privacy throughout the data protection 

process. 

 

Before storing the uploaded information, several 

preprocessing and security operations are performed 

to improve reliability and maintain data integrity. 

The system validates user credentials through email-

based One-Time Password (OTP) authentication 

before allowing secure file uploads. Each file is 

encrypted using the hybrid AES-ECC encryption 

mechanism, after which a SHA-256 hash value is 

generated to detect any unauthorized modifications. 

When users choose the steganography option, the 

encrypted message is converted into binary format 

and embedded within a selected image using the 

Least Significant Bit (LSB) technique. The 

processed files, encrypted content, generated hash 

codes, upload dates, and security methods are then 

stored in the database for future retrieval. During 

data access, the stored hash value is used to verify 
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file integrity, while the decryption and message 

extraction processes recover the original 

information securely. These preprocessing and 

validation steps ensure that the dataset remains 

accurate, protected, and suitable for secure storage 

and communication. 

 

 

IV. PROPOSED METHODOLOGY 

 

The proposed system adopts a multi-layered security 

approach to protect sensitive digital information 

using hybrid encryption and image steganography. 

Initially, a registered user logs into the application 

through a secure authentication process that includes 

email-based One-Time Password (OTP) 

verification. After successful authentication, users 

can upload files that need to be protected. The 

uploaded files are processed using a hybrid 

encryption mechanism that combines the Advanced 

Encryption Standard (AES) for fast data encryption 

and Elliptic Curve Cryptography (ECC) for secure 

key management. Once the encryption process is 

completed, a unique SHA-256 hash value is 

generated for each file to maintain data integrity and 

detect unauthorized modifications. The encrypted 

files are securely stored on the server along with 

their metadata, including filename, upload date, 

security type, and hash value. For confidential 

message transmission, users can also embed 

encrypted text inside digital images using the Least 

Significant Bit (LSB) image steganography 

technique, providing an additional layer of 

protection. 

 

After the data is securely stored, users can access 

their protected files through the Access Data 

module. During retrieval, the system verifies the 

stored hash value to ensure that the file has not been 

altered. Hybrid encrypted files are decrypted using 

the corresponding AES and ECC keys before being 

downloaded by authorized users. For steganographic 

images, the hidden message is extracted and 

displayed without affecting the visual quality of the 

image. In addition to data protection features, the 

application includes Learning Tools and News 

Updates modules to improve users' awareness of 

current cybersecurity practices and emerging 

threats. The overall framework combines secure 

authentication, hybrid encryption, steganography, 

integrity verification, and user education to provide 

a reliable, efficient, and user-friendly solution for 

protecting confidential digital information against 

unauthorized access and cyber threats. 

 

 
 

Figure 1: Proposed Data Protection Framework 

 

Figure 1 shows the workflow of the proposed secure 

data protection system. The process starts with New 

User Sign Up, followed by User Login and OTP 

Verification for user authentication. After successful 

verification, users can securely access the system to 

encrypt files using Hybrid Encryption or hide 

confidential messages through Image 

Steganography. The Access Data module allows 

authorized users to retrieve protected files and 

hidden information. In addition, the system provides 

Learning Tools and News Updates to improve 

cybersecurity awareness and keep users informed 

about the latest security practices. 

 

 

V. RESULT AND DISCUSSION 

 

The proposed cybersecurity framework was 

successfully implemented and evaluated by testing 

all functional modules under different usage 

scenarios. The system allowed users to register, log 

in securely through email-based OTP verification, 

and upload confidential files without any processing 

issues. Uploaded files were protected using the 

hybrid encryption mechanism that combines AES 

for fast data encryption and ECC for secure key 

management. Secret messages were also 

successfully embedded into digital images using the 

Least Significant Bit (LSB) steganography 

technique without causing noticeable changes to 

image quality. During data retrieval, the stored 

SHA-256 hash value was verified to ensure that files 

remained unchanged and free from unauthorized 

modifications. Authorized users were able to 

download encrypted files in their original form after 

successful decryption and extract hidden messages 

accurately from steganographic images. The 

Learning Tools and News Updates modules also 

functioned correctly by providing useful 

cybersecurity resources. Overall, the system 

demonstrated reliable performance, secure data 
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protection, and efficient execution across all 

implemented modules. 

 

 
 

Figure 2: MFA OTP Verification 

 

Figure 2 shows the OTP verification process used 

for secure user authentication. After login, an OTP 

is sent to the user's registered email. The user enters 

the OTP, and upon successful verification, access to 

the system is granted. This process provides an 

additional layer of security and prevents 

unauthorized access. 

 

 
 

Figure 3: Hybrid Encryption File Upload 

 

Figure 3 shows the Hybrid Encryption module after 

a file has been uploaded successfully. The selected 

file is encrypted using the hybrid AES and ECC 

encryption mechanism before being stored on the 

server. This process ensures that the uploaded data 

remains secure and protected from unauthorized 

access. 

 

 
 

Figure 4: Encrypted File Content 

 

Figure 4 shows the uploaded file after hybrid 

encryption. The file content appears in an 

unreadable encrypted format, ensuring that the 

original information cannot be understood without 

proper decryption. This confirms that the encryption 

process has successfully protected the file from 

unauthorized access. 

 

 
 

Figure 5: Access Data Module 

 

Figure 5 shows the Access Data module displaying 

all uploaded files along with their hash values, 

upload dates, and security types. For steganography 

files, the system displays the uploaded image and 

extracts the hidden message. For files protected 

using Hybrid Encryption, users can click the 

Download option to retrieve the original file after 

successful decryption. 

 

 
 

Figure 6: Decrypted File Download 

 

Figure 6 shows the downloaded file after successful 

decryption. The original file content is restored and 

displayed in a readable format, confirming that the 

Hybrid Encryption process securely protects the data 

while allowing authorized users to retrieve the 

original information correctly. 

 

DISCUSSION 

 

The implementation results indicate that combining 

hybrid encryption with image steganography 

provides a stronger security framework than relying 

on a single protection technique. AES enables 

efficient encryption of large files, while ECC 

strengthens key management by providing secure 

public-key encryption with lower computational 

requirements. The addition of image steganography 

further improves confidentiality by concealing 

encrypted information inside ordinary digital 

images, making the presence of sensitive data 

difficult to detect. The use of SHA-256 hash 
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generation helps verify file integrity and ensures that 

stored data has not been altered during storage or 

transmission. Email-based OTP authentication adds 

another layer of protection by allowing only verified 

users to access confidential information. The 

educational modules included in the system 

encourage users to stay informed about current 

cybersecurity practices and emerging threats. 

Overall, the proposed framework delivers a secure, 

efficient, and user-friendly solution for protecting 

digital information while maintaining data 

confidentiality, integrity, and authenticated access. 

 

          

VI. CONCLUSION 

 

The proposed cybersecurity framework 

demonstrates an effective approach for protecting 

sensitive digital information by integrating Hybrid 

Encryption and Image Steganography within a 

single security architecture. The combination of 

AES and ECC provides a balance between fast data 

encryption and secure key management, ensuring 

that confidential files remain protected from 

unauthorized access. In addition, image 

steganography strengthens security by concealing 

encrypted messages inside digital images, making 

the existence of sensitive information difficult to 

detect. The inclusion of SHA-256 hash generation 

enables reliable data integrity verification, while 

email-based Multi-Factor Authentication (MFA) 

ensures that only authenticated users can access 

protected resources. Experimental testing confirmed 

that all system modules, including user 

authentication, file encryption, steganographic 

message embedding, secure data retrieval, and 

integrity verification, functioned successfully 

without affecting usability. The Learning Tools and 

News Updates modules further improve user 

awareness by providing valuable cybersecurity 

knowledge and current security information. 

Overall, the proposed framework offers a secure, 

efficient, and user-friendly solution for protecting 

digital data in cloud and network environments. 

Future enhancements may include supporting 

additional steganography techniques, stronger 

authentication methods, and optimization for large-

scale cloud and IoT applications to further improve 

system performance and security. 
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